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1. Bid Preparation and Submission

(a) Bidders are expected to examine the specifications, drawings,
all instructions, and, if applicable, the construction site (see also the
contract clause entitled Site Investigation and Conditions Affect-

ing the Work  of the General Conditions of the Contract for Construc-
tion). Failure to do so will be at the bidders’ risk.

(b) All bids must be submitted on the forms provided by the Public
Housing Agency/Indian Housing Authority (PHA/IHA). Bidders shall
furnish all the information required by the solicitation.  Bids must be
signed and the bidder’s name typed or printed on the bid sheet and
each continuation sheet which requires the entry of information by
the bidder. Erasures or other changes must be initialed by the person
signing the bid.  Bids signed by an agent shall be accompanied by
evidence of that agent’s authority.  (Bidders should retain a copy of
their bid for their records.)

(c) Bidders must submit as part of their bid a completed form HUD-
5369-A, “Representations, Certifications, and Other Statements of
Bidders.”

(d) All bid documents shall be sealed in an envelope which shall be
clearly marked with the words “Bid Documents,” the Invitation for
Bids (IFB) number, any project or other identifying number, the
bidder’s name, and the date and time for receipt of bids.

(e) If this solicitation requires bidding on all items, failure to do so will
disqualify the bid.  If bidding on all items is not required, bidders
should insert the words “No Bid” in the space provided for any item
on which no price is submitted.

(f) Unless expressly authorized elsewhere in this solicitation, alter-
nate bids will not be considered.

(g) Unless expressly authorized elsewhere in this solicitation, bids
submitted by telegraph or facsimile (fax) machines will not be
considered.

(h) If the proposed contract is for a Mutual Help project (as de-
scribed in 24 CFR Part 905, Subpart E) that involves Mutual Help
contributions of work, material, or equipment, supplemental informa-
tion regarding the bid advertisement is provided as an attachment to
this solicitation.

2. Explanations and Interpretations to Prospective

Bidders

(a) Any prospective bidder desiring an explanation or interpretation
of the solicitation, specifications, drawings, etc., must request it at
least 7 days before the scheduled time for bid opening.  Requests
may be oral or written.  Oral requests must be confirmed in writing.
The only oral clarifications that will be provided will be those clearly
related to solicitation procedures, i.e., not substantive technical
information.  No other oral explanation or interpretation will be
provided.  Any information given a prospective bidder concerning
this solicitation will be furnished promptly to all other prospective
bidders as a written amendment to the solicitation, if that information
is necessary in submitting bids, or if the lack of it would be prejudicial
to other prospective bidders.

(b) Any information obtained by, or provided to, a bidder other than
by formal amendment to the solicitation shall not constitute a change
to the solicitation.

3. Amendments to Invitations for Bids

(a) If this solicitation is amended, then all terms and conditions
which are not modified remain unchanged.

(b) Bidders shall acknowledge receipt of any amendment to this
solicitation (1) by signing and returning the amendment, (2) by
identifying the amendment number and date on the bid form, or (3)
by letter, telegram, or facsimile, if those methods are authorized in
the solicitation.  The PHA/IHA must receive acknowledgement by the
time and at the place specified for receipt of bids.  Bids which fail to
acknowledge the bidder’s receipt of any amendment will result in the
rejection of the bid if the amendment(s) contained information which
substantively changed the PHA’s/IHA’s requirements.

(c) Amendments will be on file in the offices of the PHA/IHA and the
Architect at least 7 days before bid opening.

4. Responsibility of Prospective Contractor

(a) The PHA/IHA will award contracts only to responsible prospec-
tive contractors who have the ability to perform successfully under
the terms and conditions of the proposed contract.  In determining
the responsibility of a bidder, the PHA/IHA will consider such matters
as the bidder’s:

(1) Integrity;

(2) Compliance with public policy;

(3) Record of past performance; and

(4) Financial and technical resources (including construction
and technical equipment).

(b) Before a bid is considered for award, the bidder may be re-
quested by the PHA/IHA to submit a statement or other documenta-
tion regarding any of the items in paragraph (a) above.  Failure by the
bidder to provide such additional information shall render the bidder
nonresponsible and ineligible for award.
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5. Late Submissions, Modifications, and Withdrawal of Bids

(a) Any bid received at the place designated in the solicitation after
the exact time specified for receipt will not be considered unless it is
received before award is made and it:

(1) Was sent by registered or certified mail not later than the
fifth calendar day before the date specified for receipt of offers (e.g.,
an offer submitted in response to a solicitation requiring receipt of
offers by the 20th of the month must have been mailed by the 15th);

(2) Was sent by mail, or if authorized by the solicitation, was
sent by telegram or via facsimile, and it is determined by the PHA/IHA
that the late receipt was due solely to mishandling by the PHA/IHA
after receipt at the PHA/IHA; or

(3) Was sent by U.S. Postal Service Express Mail Next Day
Service - Post Office to Addressee, not later than 5:00 p.m. at the
place of mailing two working days prior to the date specified for
receipt of proposals.  The term “working days” excludes weekends
and observed holidays.

(b) Any modification or withdrawal of a bid is subject to the same
conditions as in paragraph (a) of this provision.

(c) The only acceptable evidence to establish the date of mailing of
a late bid, modification, or withdrawal sent either by registered or
certified mail is the U.S. or Canadian Postal Service postmark both
on the envelope or wrapper and on the original receipt from the U.S.
or Canadian Postal Service. Both postmarks must show a legible
date or the bid, modification, or withdrawal shall be processed as if
mailed late.  “Postmark” means a printed, stamped, or otherwise
placed impression (exclusive of a postage meter machine impres-
sion) that is readily identifiable without further action as having been
supplied and affixed by employees of the U.S. or Canadian Postal
Service on the date of mailing.  Therefore, bidders should request the
postal clerk to place a hand cancellation bull’s-eye postmark on both
the receipt and the envelope or wrapper.

(d) The only acceptable evidence to establish the time of receipt at the
PHA/IHA is the time/date stamp of PHA/IHA on the proposal wrapper or
other documentary evidence of receipt maintained by the PHA/IHA.

(e) The only acceptable evidence to establish the date of mailing of
a late bid, modification, or withdrawal sent by Express Mail Next Day
Service-Post Office to Addressee is the date entered by the post
office receiving clerk on the “Express Mail Next Day Service-Post
Office to Addressee” label and the postmark on both the envelope or
wrapper and on the original receipt from the U.S. Postal Service.
“Postmark” has the same meaning as defined in paragraph (c) of this
provision, excluding postmarks of the Canadian Postal Service.
Therefore, bidders should request the postal clerk to place a legible
hand cancellation bull’s eye postmark on both the receipt and Failure
by a bidder to acknowledge receipt of the envelope or wrapper.

(f) Notwithstanding paragraph (a) of this provision, a late modifica-
tion of an otherwise successful bid that makes its terms more
favorable to the PHA/IHA will be considered at any time it is received
and may be accepted.

(g) Bids may be withdrawn by written notice, or if authorized by this
solicitation, by telegram (including mailgram) or facsimile machine
transmission received at any time before the exact time set for
opening of bids; provided that written confirmation of telegraphic or
facsimile withdrawals over the signature of the bidder is mailed and
postmarked prior to the specified bid opening time.  A bid may be
withdrawn in person by a bidder or its authorized representative if,
before the exact time set for opening of bids, the identity of the person
requesting withdrawal is established and the person signs a receipt
for the bid.

6. Bid Opening

All bids received by the date and time of receipt specified in the
solicitation will be publicly opened and read.  The time and place of
opening will be as specified in the solicitation.  Bidders and other
interested persons may be present.

7. Service of Protest

(a) Definitions.  As used in this provision:

“Interested party” means an actual or prospective bidder whose
direct economic interest would be affected by the award of the
contract.

“Protest” means a written objection by an interested party to this
solicitation or to a proposed or actual award of a contract pursuant
to this solicitation.

(b) Protests shall be served on the Contracting Officer by obtaining
written and dated acknowledgement from —

[Contracting Officer designate the official or location where a protest
may be served on the Contracting Officer]

(c) All protests shall be resolved in accordance with the PHA’s/
IHA’s protest policy and procedures, copies of which are maintained
at the PHA/IHA.

8. Contract Award

(a) The PHA/IHA will evaluate bids in response to this solicitation
without discussions and will award a contract to the responsible
bidder whose bid, conforming to the solicitation, will be most advan-
tageous to the PHA/IHA considering only price and any price-related
factors specified in the solicitation.

(b) If the apparent low bid received in response to this solicitation
exceeds the PHA’s/IHA’s available funding for the proposed contract
work, the PHA/IHA may either accept separately priced items (see
8(e) below) or use the following procedure to determine contract
award.  The PHA/IHA shall apply in turn to each bid (proceeding in
order from the apparent low bid to the high bid) each of the separately
priced bid deductible items, if any, in their priority order set forth in
this solicitation.  If upon the application of the first deductible item to
all initial bids, a new low bid is within the PHA’s/IHA’s available
funding, then award shall be made to that bidder.  If no bid is within
the available funding amount, then the PHA/IHA shall apply the
second deductible item. The PHA/IHA shall continue this process
until an evaluated low bid, if any, is within the PHA’s/IHA’s available
funding. If upon the application of all deductibles, no bid is within the
PHA’s/IHA’s available funding, or if the solicitation does not request
separately priced deductibles, the PHA/IHA shall follow its written
policy and procedures in making any award under this solicitation.

(c) In the case of tie low bids, award shall be made in accordance
with the PHA’s/IHA’s written policy and procedures.

(d) The PHA/IHA may reject any and all bids, accept other than the
lowest bid (e.g., the apparent low bid is unreasonably low), and waive
informalities or minor irregularities in bids received, in accordance
with the PHA’s/IHA’s written policy and procedures.
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(e) Unless precluded elsewhere in the solicitation, the PHA/IHA
may accept any item or combination of items bid.

(f) The PHA/IHA may reject any bid as nonresponsive if it is
materially unbalanced as to the prices for the various items of work
to be performed.  A bid is materially unbalanced when it is based on
prices significantly less than cost for some work and prices which are
significantly overstated for other work.

(g) A written award shall be furnished to the successful bidder within
the period for acceptance specified in the bid and shall result in a
binding contract without further action by either party.

9. Bid Guarantee (applicable to construction and equip-
ment contracts exceeding $25,000)

All bids must be accompanied by a negotiable bid guarantee which
shall not be less than five percent (5%) of the amount of the bid.  The
bid guarantee may be a certified check, bank draft, U.S. Government
Bonds at par value, or a bid bond secured by a surety company
acceptable to the U.S. Government and authorized to do business in
the state where the work is to be performed.  In the case where the
work under the contract will be performed on an Indian reservation
area, the bid guarantee may also be an irrevocable Letter of Credit
(see provision 10, Assurance of Completion, below).  Certified
checks and bank drafts must be made payable to the order of the
PHA/IHA.  The bid guarantee shall insure the execution of the
contract and the furnishing of a method of assurance of completion
by the successful bidder as required by the solicitation.  Failure to
submit a bid guarantee with the bid shall result in the rejection of the
bid. Bid guarantees submitted by unsuccessful bidders will be
returned as soon as practicable after bid opening.

10. Assurance of Completion

(a) Unless otherwise provided in State law, the successful bidder
shall furnish an assurance of completion prior to the execution of any
contract under this solicitation.  This assurance may be [Contracting
Officer check applicable items] —

[  ] (1) a performance and payment bond in a penal sum of 100
percent of the contract price; or, as may be required or permitted by
State law;

[  ] (2) separate performance and payment bonds, each for 50
percent or more of the contract price;

[  ] (3) a 20 percent cash escrow;

[  ] (4) a 25 percent irrevocable letter of credit; or,

[  ] (5) an irrevocable letter of credit for 10 percent of the total
contract price with a monitoring and disbursements agreement with
the IHA (applicable only to contracts awarded by an IHA under the
Indian Housing Program).

(b) Bonds must be obtained from guarantee or surety companies
acceptable to the U.S. Government and authorized to do business in
the state where the work is to be performed.  Individual sureties will
not be considered.  U.S. Treasury Circular Number 570, published
annually in the Federal Register, lists companies approved to act as
sureties on bonds securing Government contracts, the maximum
underwriting limits on each contract bonded, and the States in which
the company is licensed to do business.  Use of companies listed in
this circular is mandatory.  Copies of the circular may be downloaded
on the U.S. Department of Treasury website http://

www.fms.treas.gov/c570/index.html, or ordered for a minimum fee
by contacting the Government Printing Office at (202) 512-2168.

(c) Each bond shall clearly state the rate of premium and the total
amount of premium charged.  The current power of attorney for the
person who signs for the surety company must be attached to the
bond.  The effective date of the power of attorney shall not precede
the date of the bond. The effective date of the bond shall be on or after
the execution date of the contract.

(d) Failure by the successful bidder to obtain the required assur-
ance of completion within the time specified, or within such extended
period as the PHA/IHA may grant based upon reasons determined
adequate by the  PHA/IHA, shall render the bidder ineligible for
award.  The PHA/IHA may then either award the contract to the next
lowest responsible bidder or solicit new bids.  The PHA/IHA may
retain the ineligible bidder’s bid guarantee.

11. Preconstruction Conference (applicable to construction
contracts)

After award of a contract under this solicitation and prior to the start
of work, the successful bidder will be required to attend a
preconstruction conference with representatives of the PHA/IHA and
its architect/engineer, and other interested parties convened by the
PHA/IHA.  The conference will serve to acquaint the participants with
the general plan of the construction operation and all other require-
ments of the contract (e.g., Equal Employment Opportunity, Labor
Standards).  The PHA/IHA will provide the successful bidder with the
date, time, and place of the conference.

12. Indian Preference Requirements (applicable only if
this solicitation is for a contract to be performed on a
project for an Indian Housing Authority)

(a) HUD has determined that the contract awarded under this
solicitation is subject to the requirements of section 7(b) of the Indian
Self-Determination and Education Assistance Act (25 U.S.C. 450e(b)).
Section 7(b) requires that any contract or subcontract entered into for
the benefit of Indians shall require that, to the greatest extent feasible

(1) Preferences and opportunities for training and employment
(other than core crew positions; see paragraph (h) below) in connec-
tion with the administration of such contracts or subcontracts be
given to qualified “Indians.” The Act defines “Indians” to mean
persons who are members of an Indian tribe and defines “Indian
tribe” to mean any Indian tribe, band, nation, or other organized
group or community, including any Alaska Native village or regional
or village corporation as defined in or established pursuant to the
Alaska Native Claims Settlement Act, which is recognized as eligible
for the special programs and services provided by the United States
to Indians because of their status as Indians; and,

(2) Preference in the award of contracts or subcontracts in
connection with the administration of contracts be given to Indian
organizations and to Indian-owned economic enterprises, as de-
fined in section 3 of the Indian Financing Act of 1974 (25 U.S.C.
1452).  That Act defines “economic enterprise” to mean any Indian-
owned commercial, industrial, or business activity established or
organized for the purpose of profit, except that the Indian ownership
must constitute not less than 51 percent of the enterprise; “Indian
organization” to mean the governing body of any Indian tribe or entity
established or recognized by such governing body; “Indian” to mean
any person who is a member of any tribe, band, group, pueblo, or
community which is recognized by the Federal Government as
eligible for services from the Bureau of Indian Affairs and any
“Native” as defined in the Alaska Native Claims Settlement Act; and
Indian “tribe” to mean any Indian tribe, band, group, pueblo, or
community including Native villages and Native groups (including
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corporations organized by Kenai, Juneau, Sitka, and Kodiak) as
defined in the Alaska Native Claims Settlement Act, which is recog-
nized by the Federal Government as eligible for services from the
Bureau of Indian Affairs.

(b) (1) The successful Contractor under this solicitation shall com-
ply with the requirements of this provision in awarding all subcon-
tracts under the contract and in providing training and employment
opportunities.

(2) A finding by the IHA that the contractor, either (i) awarded
a subcontract without using the procedure required by the IHA, (ii)
falsely represented that subcontracts would be awarded to Indian
enterprises or organizations; or, (iii) failed to comply with the
contractor’s employment and training preference bid statement shall
be grounds for termination of the contract or for the assessment of
penalties or other remedies.

(c) If specified elsewhere in this solicitation, the IHA may restrict the
solicitation to qualified Indian-owned enterprises and Indian organi-
zations.  If two or more (or a greater number as specified elsewhere
in the solicitation) qualified Indian-owned enterprises or organiza-
tions submit responsive bids, award shall be made to the qualified
enterprise or organization with the lowest responsive bid.  If fewer
than the minimum required number of qualified Indian-owned enter-
prises or organizations submit responsive bids, the IHA shall reject
all bids and readvertise the solicitation in accordance with paragraph
(d) below.

(d) If the IHA prefers not to restrict the solicitation as described in
paragraph (c) above, or if after having restricted a solicitation an
insufficient number of qualified Indian enterprises or organizations
submit bids, the IHA may advertise for bids from non-Indian as well
as Indian-owned enterprises and Indian organizations.  Award shall
be made to the qualified Indian enterprise or organization with the
lowest responsive bid if that bid is -

(1) Within the maximum HUD-approved budget amount estab-
lished for the specific project or activity for which bids are being
solicited; and

(2) No more than the percentage specified in 24 CFR 905.175(c)
higher than the total bid price of the lowest responsive bid from any
qualified bidder.  If no responsive bid by a qualified Indian-owned
economic enterprise or organization is within the stated range of the
total bid price of the lowest responsive bid from any qualified
enterprise, award shall be made to the bidder with the lowest bid.

(e) Bidders seeking to qualify for preference in contracting or
subcontracting shall submit proof of Indian ownership with their bids.
Proof of Indian ownership shall include but not be limited to:

(1) Certification by a tribe or other evidence that the bidder is
an Indian.  The IHA shall accept the certification of a tribe that an
individual is a member.

(2) Evidence such as stock ownership, structure, manage-
ment, control, financing and salary or profit sharing arrangements of
the enterprise.

(f) (1) All bidders must submit with their bids a statement describ-
ing how they will provide Indian preference in the award  of subcon-
tracts.  The specific requirements of that statement and the factors
to used by the IHA in determining the statement’s adequacy are
included as an attachment to this solicitation.  Any bid that fails to
include the required statement shall be rejected as nonresponsive.
The IHA may require that comparable statements be provided by
subcontractors to the successful Contractor, and may require the
Contractor to reject any bid or proposal by a subcontractor that fails
to include the statement.

(2) Bidders and prospective subcontractors shall submit a
certification (supported by credible evidence) to the IHA in any
instance where the bidder or subcontractor believes it is infeasible to
provide Indian preference in subcontracting.  The acceptance or
rejection by the IHA of the certification shall be final.  Rejection shall
disqualify the bid from further consideration.

(g) All bidders must submit with their bids a statement detailing their
employment and training opportunities and their plans to provide
preference to Indians in implementing the contract; and the number
or percentage of Indians anticipated to be employed and trained.
Comparable statements from all proposed subcontractors must be
submitted.  The criteria to be used by the IHA in determining the
statement(s)’s adequacy are included as an attachment to this
solicitation.  Any bid that fails to include the required statement(s), or
that includes a statement that does not meet minimum standards
required by the IHA shall be rejected as nonresponsive.

(h) Core crew employees.  A core crew employee is an individual
who is a bona fide employee of the contractor at the time the bid is
submitted; or an individual who was not employed by the bidder at the
time the bid was submitted, but who is regularly employed by the
bidder in a supervisory or other key skilled position when work is
available.  Bidders shall submit with their bids a list of all core crew
employees.

(i) Preference in contracting, subcontracting, employment, and
training shall apply not only on-site, on the reservation, or within the
IHA’s jurisdiction, but also to contracts with firms that operate outside
these areas (e.g., employment in modular or manufactured housing
construction facilities).

(j) Bidders should contact the IHA to determine if any additional
local preference requirements are applicable to this solicitation.

(k) The IHA  [  ] does  [  ] does not [Contracting Officer check
applicable box] maintain lists of Indian-owned economic enterprises
and Indian organizations by specialty (e.g., plumbing, electrical,
foundations), which are available to bidders to assist them in meeting
their responsibility to provide preference in connection with the
administration of contracts and subcontracts.
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è éê §̈ëì íë¦î̈¦ëï ðñ ò íóô ṏ̈òô ¦̈öö÷ñ ì¦òñ ªëñ ø«ñ÷ ¨ï

ù ú¥ õªû ì̈òü ¦î̈ ý¥ õªû ì̈òü þîÿ ṏ ýðñ ò í¦ëï �ñ öð ªï ¨
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 ú��« ¦ë íìªëò õª÷÷ñ ë§ö¦õòñ ìñ ö¦ëò øô ¦ 0¨ÿ ¨̈ë
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7 ú�ñ øò ª« öṏ 0ñ ª þøöõªû ì̈ò ø�¥ õªû ì̈ò ë¦î̈ ý
öõªû ì̈ò�2 ¦ëï ý9 ª 0ò ú¦§̈ëì íñ ë 0ª÷ 0¨ï 
< ú�ñ øò¥ ¦õòñ ìñ ö¦ëò ø;� ª÷ ¨� ø


�ñ ëïñ ì¦ò ¨ï ¦ò ø̈ö¦õòñ ìñ ö¦ò ¨ï ý¦ëïñ«
« ¨̈ªõñï ë̈òñ ò íª«ñ ëò ṏ̈øò
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�ñ §ë¦ò þṏª« ¦ þòô ªõñ i¨ï ṏ 0ñ ¨ óṏ
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SECTION - 16702 
TENANT DOOR ENTRY KEYING SYSTEM 

 
 

PART  1  GENERAL 

1.1  SECTION INCLUDES 

A.  Multi-tenant door entry keying system 

1.2  RELATED SECTIONS 

A.  Section 01300 - Submittals 

B.  Other Division 16 sections that apply. 

1.3  REFERENCES 

A.  American National Standards Institute (ANSI/TIA/EIA) 568 - Commercial 
Building Telecommunications Cabling Standard. 

B.  International Organization for Standards (ISO) 9001:2000 - Quality 
Management Systems - Requirements. 

1.4  SYSTEM DESCRIPTION 
 

A. The access controller shall be 'smart' to the entry and be able to operate in a 
'stand-alone' mode or within a network of other like controllers. All decisions 
regarding the user access, alarms, and automatic timed functions are made 
at the controller, independent of a computer.  Controllers and all system 
components shall be supplied for all door entry as indicated on the Contract 
Drawings, and in particular the door schedule of drawing A-6. 

 
B. Functional Components: 

1. Entrance stations 
2. FOB (keyless) entry devices 
3. Data communications 
4. Access control 

 
C. System Requirements:  Unless noted otherwise on drawings, provide a 

system as follows: 
1. Compatible with door strike hardware specified in Section 08710. 
2. Proximity Reader 
3. LAN capabilities 
4. Main Controller 
 

D. Operation: 
1. Allowing tenant access through controlled device 
2. Communication of entry to main controller (location and final hardware 

configuration to be deteremined by Owner). 
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1.5  SUBMITTALS 

A.  Submit under provisions of Section 01300. 

B.  Product Data: Manufacturer's data sheets on each product to be used, 
including: 
1.  Preparation instructions and recommendations. 
2.  Storage and handling requirements and recommendations. 
3.  Installation methods. 

C.  Shop Drawings: Submit the following: 
1.  Wiring Diagrams: Indicate wiring for each item of equipment and 

interconnections between items of equipment. 
2.  Include manufacturer's names, model numbers, ratings, power 

requirements, equipment layout, device arrangement, complete wiring 
point-to-point diagrams, and conduit layouts. 

D.  Installation and Operation Manuals: 
1.  Submit manufacturer's installation and operation manual, including 

operation instructions and component wiring diagrams. 
2.  Provide detailed information required for Owner to properly operate 

equipment. 

E.  Warranty: Submit manufacturer's standard warranty. 

1.6  QUALITY ASSURANCE 

A.  Manufacturer Qualifications: ISO 9001:2008 certified company. 

1.7  DELIVERY, STORAGE, AND HANDLING 

A.  Delivery: Deliver materials to site in manufacturer's original, unopened 
containers and packaging, with labels clearly identifying product name and 
manufacturer. 

B.  Storage: Store materials in clean, dry area indoors in accordance with 
manufacturer's instructions. 

C.  Handling: Protect materials during handling and installation to prevent 
damage. 

 

PART  2  PRODUCTS 
 

2.1 MAIN CONTROLLER FOR ENTRY 
 

A. The controllers shall contain and operate various outputs for controlling 
access: 

 
1. A 1.0 amp, dry circuit, single pole, double throw relay for application of 

power to an electric locking device, automatic gate, or door operator. 
2. An alarm output consisting of a 1.0 amp, Form C, dry circuit closure. 
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3. The alarm output must be configurable to annunciate 
 

a. Door forced condition. 
b. Door held open condition. 
c. Both conditions. 
d. Neither condition. 

4. An RS485 network communications output capable of linking up to 128 
controllers into one network. 

5. A serial RS232 output provided at a built-in DB-9M connector that is 
automatically configured for direct connection to a personal computer or 
to a modem without a PC attached to the remote site. 

 
B. The controllers shall contain and manage various inputs for controlling 

access: 
 

1. A door status input for sensing a normally closed switch. 
2. A request to exit, normally open input for remote operation of an electric 

locking device, automatic gate, or door operator; and optionally a second 
request to exit and separate annunciation for each door of Door Held 
Open and Door Forced alarms. 

3. A general, normally open input that can provide a global release of all 
lock relays in the network. 

4. A special purpose, multi-pin connector for adding an auxiliary board for 
increasing the functionality of the main controller. 

5. Two Proximity reader or two Wiegand interface inputs. 
 

C. The controllers shall contain special visual aids for viewing diagnostic tests 
and ID functions: 

 
1. An LCD display to be used as a programming and diagnostic aid. 
2. A segmented LED display to be used as a controller address display. 
3. A single push-button switch for setting the controller address, and for 

selecting and performing diagnostic tests. 
 

D. The controller's database memory shall be nonvolatile (supported by a lithium 
battery with an expected life of at least five years): 

 
1. The database shall maintain a memory capacity to manage 10,000 card 

or tag holders per controller and it shall be expandable to 65,000 card or 
tag holders per controller. 
a. Cards can be enrolled into the system using a block enrollment 

method. This method shall allow card enrollment by serial number. 
b. Card and tag enrollment can also be accomplished by a 'learn' 

method, requiring the card to be presented to an enrollment reader at 
the time of enrollment. 

2. The database shall maintain a memory capacity capable of storing at 
least 3,600 transactions. 
a. When the transaction memory becomes full, old transactions will be 

deleted on a first in, first out basis to make room for new transactions. 
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b. The controller's transaction memory shall be a record of all 
transactions performed by the controller. 

c. The transaction memory shall operate independent of other 
controllers within the network of controllers. 

3. The controllers shall be capable of communicating with a personal 
computer at a remote location via a direct connection or a telephone 
modem. 
a. The controller shall automatically sense if connected directly to a PC 

or if connected via modem and adjust its communication protocols 
accordingly. 

b. If the controller is using a modem, the modem shall communicate at 
9600 baud or faster. 

c. The controller shall contact the host and upload the contents of the 
controller’s buffer when the buffer reaches a pre-programmed 
percentage of its event database memory capacity. Should the 
communication connection be broken during the upload process, the 
controller shall try to reestablish the communication connection every 
10 minutes until a successful connection is made and all data is 
uploaded. 

4. The controllers shall be capable of automatically adjusting for daylight 
savings time on a per network basis if desired by the user. 

 
E. The controllers shall provide two reader inputs. These inputs can either both 

be proximity or both be Wiegand interface inputs: 
 

1. Two readers can be operated simultaneously. 
2. The readers can be configured to indicate direction – ingress and egress. 
3. The second reader can be used to operate a second door with fully 

independent controls. 
 

F. The controllers shall be programmed using a personal computer with the 
following requirements: 

 
1. The personal computer must use the Windows 10 operating system. 
2. The personal computer must use a 90 MHz, Pentium microprocessor (or 

faster). 
3. The personal computer must have 20 Mbytes of available hard disk 

space. 
4. The personal computer must have a minimum of 16 Mbytes of RAM. 
5. The personal computer must have an available COM port equipped with a 

16550 UART. 
6. The personal computer must have a mouse or some similar pointing 

device. 
7. The personal computer must have a CD-ROM drive. 

 
G. The maximum dimensions for the controller within the enclosure shall be 9.25 

inches high by 8.2 inches wide by 2.6 inches deep (24.65 cm H x 20.25 cm W 
x 6.60 cm D). 

 
H. All cable/wiring connections shall be of quick disconnect type. 
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I. The controllers shall operate using 12 volts DC with a current consumption of 

no more than 670 mA in an alarm state with all options installed. 
 

J. The controllers shall have MOVs across all relay outputs and transorbs 
across all inputs and non-relay outputs to provide electrical surge/transient 
protection. 

 
K. The controllers shall provide protection against incorrect input power 

connections (i.e. reversed power and ground, voltage too high or too low). 
 

L. The operating temperature range of the controller shall be no less than 0º F 
to 140º F (-18º C to 60º C) at 0% to 90% Relative Humidity, noncondensing. 

 
2.2 CONTROLLER PROGRAMMING SOFTWARE 
 

All configuration, programming, and monitoring of the controllers must be done 
through a software program that makes these tasks easy to perform. 

 
A. The software program must have the following features: 

1. Be able to manage up to 32 distinct time zones with each time zone 
subdivided into the 7 days of the week, 3 holiday schedules, and 4 
start/stop time intervals. 

2. Be able to configure up to 1024 input monitoring points (8 per individual 
controllers with option board installed) and 512 Form C, output relay 
points (4 per individual controller with option board installed) with the 
following features: 

 
a. All Form C, output relay points must be programmable to either follow 

the state of an associated input point or be latched to a state based 
on an input point. 

b. The operation of all Form C, output relay points must be assignable to 
time zones, such that the output relay points can have time periods 
when they are active/operational, and time periods when they are 
inactive/idle. 

c. All input monitoring points must be linkable to output relay points, 
allowing input events to initiate output relay responses. 

d. For each controller, all input monitoring points and output relay points 
on that controller must be able to be used in multiple links on that 
controller, allowing any combination of controller inputs to drive any 
combination of controller outputs. 

 
3. Be able to configure up to 3, separately configurable, event monitoring 

windows, with each window capable of displaying event information from 
any individual controller or all controllers on the access control network. 

4. Be able to automatically unlock specific doors at a given time of the day 
and day of the week, with user defined overrides on user defined dates. 

5. Be able to implement a “First Person In” feature such that an access 
control network can be programmed to not automatically unlock general 
access doors until an authorized person has entered the premises. This 
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feature should allow early entrance (in advance of the normal unlock 
time) in fifteen minute increments up to one hour. 

6. Be able to disable the reporting of events that do not need to be tracked, 
to save event storage space on the controller. 

7. Be able to poll the access control network and retrieve network hardware 
information that the program uses to automatically setup and configure 
itself without manual data entry. 

 
2.3 ACCESS CONTROL NETWORK 
 

The access control network of controllers must be able to expand to meet future 
requirements as follows. 

 
A. An access control network must be able to expand to up to 256 doors in 1-

door increments. 
 

B. The access control software and host PC must be able to communicate with 
up to 255 remote access control networks via modem connections. 

 
2.4 READER/PROXIMITY READER 
 

The primary type of reader shall be a proximity type of reader. The proximity 
reader shall be connected directly to the main controller without the need for an 
option card and it shall not require a special interface for data formatting. The 
proximity reader shall read a unique identification number from each card or tag 
when the card or tag is presented in close proximity to the surface of the reader 
(without a need for the card or tag to touch the reader). 

 
A. The controller will support a variety of reader styles: 

 
1. A door frame reader (mullion reader) which can be mounted directly on a 

standard metal mullion doorframe (1.75 inches or 4.5 cm). 
 

a. The read range using a standard proximity card shall be up to 4.00 
inches (10.16 cm). 

b. The dimensions of the reader shall be 3.25 inches high by 1.40 inches 
wide by 0.375 inches deep (8.2 cm H x 3.5 cm W x 0.96 cm D). 

c. The reader shall be of a weatherproof, potted, rugged design. 
d. The reader shall provide a multi-color LED and a sound alert for 

status annunciation. 
 

2. A single gang mount, wall switch reader which will mount onto a metal or 
plastic electrical junction box. This reader cannot be mounted on a solid 
metal surface. 

 
a. The read range using a standard proximity card shall be up to 6.00 

inches (15.24 cm). 
b. The dimensions of the reader shall be 4.40 inches high by 3.00 inches 

wide by 0.375 inches deep (11.13 cm H x 7.62 cm W x 0.96 cm D). 
c. The reader shall be of a weatherproof, potted, rugged design. 
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d. The reader shall provide a multi-color LED and a sound alert for 
status annunciation. 

 
3. A medium range reader that can be mounted to most building materials 

except metal. 
 

a. The read range using a standard proximity card shall be up to 14 
inches (35.56 cm). 

b. The dimensions of the reader shall be 8.50 inches high by 6.00 inches 
wide by 0.75 inches deep (21.59 cm H x 15.24 cm W x 1.91 cm D). 

c. The reader shall be of a weatherproof, potted, rugged design. 
d. The reader shall provide a multi-color LED and a sound alert for 

status annunciation. 
 

4. An extended range reader that can be mounted to most building materials 
except metal. 
a. The read range using a standard proximity card shall be up to 18 

inches (45.72 cm) when powered at 24 VDC. 
b. The dimensions of the reader shall be 16.00 inches high by 12.00 

inches wide by 1.35 inches deep (21.59 cm H x 15.24 cm W x 1.91 
cm D). 

c. The reader shall be of a weatherproof, rugged design. 
d. The reader shall provide a multi-color LED and a sound alert for 

status annunciation. 
 

5. A high-security, vandal resistant reader constructed of bullet and heat 
resistant material that is capable of withstanding severe shock. It can be 
mounted to most building materials including metal. 

 
a. The read range using a standard proximity card shall be up to 1.0 

inches (2.54 cm). 
b. The dimensions of the reader shall be 5.25 inches high by 2.00 inches 

wide by 0.75 inches deep (13.35 cm H x 5.08 cm W x 1.91 cm D). 
c. The reader shall be of a weatherproof, rugged design. 

 
B. The operating temperature of all readers shall be at least -22º F to 150ºF (-

30ºC to 65ºC). 
 

C. Accidental or intentional transmission of radio frequency signals into the 
reader shall not compromise the security of the access control system. 

 
D. The electrical connection between the reader and the controller shall be a 

color-coded, six conductor, #24 AWG or greater gauge, shielded cable. No 
coaxial cable or special connectors shall be required. 

 
2.5 PROXIMITY CARDS/TAGS 
 

Proximity cards or tags shall be read when presented in any orientation or at any 
angle to the front of the surface plane of the reader. Cards and tags shall be 
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uniquely encoded and not sensitive to facility code matching or other limiting 
factors. 

 
A. Presentation of a card or tag to a reader will produce an audio 'beep' from the 

reader and will change the color of the reader LED. 
 

1. The audio beep shall be a single beep for access denied and a double 
beep for access granted. 

2. An Amber LED shall indicate power is on. 
3. A Green LED shall indicate access is granted. 
4. A Red LED shall indicate access is denied. 

 
B. A standard proximity card shall be in the shape of a credit card and shall fit 

comfortably in a wallet, pocket, or purse. 
1. The dimensions shall be 3.38 inches high by 2.13 inches wide by 0.065 

inches deep (8.6 cm H x 5.4 cm W x 178 mm D). 
2. The color shall be light gray or off-white. 

 
C. A standard proximity key tag shall be in the shape of a teardrop. It will have 

an eyelet, allowing the tag to be attached to a key ring. 
1. The dimensions shall be 1.57 inches high by 0.98 inches wide (at its 

widest area) by 0.157 inches deep (40 mm H x 25 mm W x 4 mm D). 
2. The color shall be light gray or black. 

 
D. Provide a minimum of 50 (fifty) FOBs to the HACP – for programming by their 

internal staff at the completion of the project.  The HACP Locksmith shall be 
integral to the review/approval process for these components and all features 
of the system that will be their responsibility. 

 
2.6 OTHER TYPES OF PROXIMITY CARDS/TAGS 
 

The controller shall also be able to accept readers and scanners using a 
Wiegand interface in place of the proximity reader. The Wiegand interface reader 
shall be connected directly to the main controller without the need for an option 
card and it shall not require a special interface for data formatting. The Wiegand 
interface reader shall read a unique identification from each card when the card 
is swiped through a slot in the body of the reader. 

 
A. The controller will support a variety of Wiegand interface types: 

 
1. Magnetic Stripe 
2. Wiegand Swipe or Insert 
3. Bar Code 
4. Keypad 
5. Biometric (such as hand-geometry, fingerprint, or retinal recognition) 
6. Electrical Discharge or Touch Devices 

 
B. Wiegand interface reader devices must output data per the Security Industry 

Association’s (SIA) Wiegand Reader Interface Standard (SIA document 
number AC-01D-96). 
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2.6 MANUFACTURERS 
 

A. Acceptable manufacturer:  KeriSystems, PXL-500 Tiger II Controller with 
SB-593 Satellite Expansion Board; LAN-520/NC-485 LAN Port (to provide 
LAN/WAN Ethernet connectivity between Doors and one or more PXL 
network); MS-4000 Proximity Reader (vandal resistant); MS Series 
Proximity Key-Ring Tags and Patches (as required by the Owner); and all 
component parts required, or approved equivalent. 

 
 
PART 3 – EXECUTION 
 

3.1 EXAMINATION 

A.  Examine areas to receive tenant door keying entry system. 

B.  Notify Architect/Engineer of conditions that would adversely affect installation 
or subsequent use. 

C.  Do not begin installation until unacceptable conditions are corrected. 

3.2 INSTALLATION 

A.  Install integrated keying entry system in accordance with manufacturer's 
instructions at locations indicated on the Drawings. 

B.  Mount equipment plumb, level, square, and secure. For entrance devices, 
controllers and all required devices, comply with manufacturer's design 
requirements to provide optimum picture quality of station monitoring. 

3.3 DEMONSTRATION AND TRAINING 

A.  Demonstration: 
1.  Demonstrate that door keying entry system functions properly. 
2.  Perform demonstration at final system inspection by qualified 

representative of manufacturer. 

B.  Instruction and Training: 
1.  Provide instruction and training of Owner's personnel as required for 

operation of door keying entry system. 
2.  Provide hands-on demonstration of operation of system components and 

complete system, including user-level program changes and functions. 
3.  Provide instruction and training by qualified representative of 

manufacturer. 
 
3.4 PRODUCT WARRANTY 
 

The product warranty to the user warrants the equipment to be free from defects 
in material and workmanship for the following time period from the date of 
purchase. 
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A. A three-year warranty for the controller electronics. 

 
B. A lifetime warranty for the doorframe and single gang mount readers. 

 
C. A lifetime warranty for the medium and extended range proximity readers. 
D. A lifetime warranty for the high security, vandal resistant proximity reader. 

 
E. A lifetime warranty for proximity cards and key tags. 

 

END OF SECTION 16702 
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